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THE 9/11 COMMISSION REPORT AND
MARITIME TRANSPORTATION SECURITY

Wednesday, August 25, 2004

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON COAST
GUARD AND MARITIME TRANSPORTATION, COMMITTEE
ON TRANSPORTATION AND INFRASTRUCTURE, WASHING-
TON, D.C.

The subcommittee met, pursuant to call, at 2:00 p.m., in room
2167, Rayburn House Office Building, Hon. Frank A. LoBiondo
[chairman of the subcommittee] Presiding.

Mr. LOBIONDO. Good afternoon. The subcommittee on Coast
Guard and Maritime Transportation will come to order. I am going
to start out with an opening statement. We welcome Mr. Secretary,
Ms. Gorelick, thank you, and the subcommittee members who are
here. We are going to be joined by Mr. Oberstar and probably by
Mr. DeFazio shortly. Oh, here is Mr. DeFazio. Peter, welcome.

The subcommittee is meeting this afternoon to review the find-
ings and recommendations of the 9/11 Commission and to examine
the current state of security of our maritime transportation system.
The horrible events that occurred on September 11, 2001 had a
profound impact on the lives of all Americans, including the in-
tense loss still felt by so many families in my home State of New
Jersey.

In order to prevent future terrorist attacks on this Nation, we
must, as elected representatives, learn from the events of that day
and the circumstances that conspired to make such events possible.
By meeting today to discuss the recommendations of the 9/11 Com-
mission, we are taking a step further toward establishing measures
that will protect the security of the American people.

As members of this subcommittee, we are specifically charged
with overseeing the security of the maritime sector. The 9/11 Com-
mission report alludes to the fact that ports and maritime trans-
portation industries may be particularly vulnerable to a future ter-
rorist attack. The introduction of a dirty bomb, or large amounts
of explosives into one of our ports could have a catastrophic effect,
not only on the safety of the many Americans living in coastal
areas nearby, but could effectively halt the global transport of
goods and materials.

In order to ensure security in our ports and along our coasts, we
must focus our attention on improving the Coast Guard’s capabili-
ties to prevent future attacks. The Coast Guard has been, and con-
tinues to be, the lead agency responsible for protecting homeland
security along our Nation’s shores.
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On September 11, the Coast Guard played a vital role in coordi-
nating the evacuation of nearly 1 million people by boat from
harm’s way in lower Manhattan. After September 11, the Coast
Guard quickly incorporated additional maritime homeland security
responsibilities with the many missions that the Service carries out
each and every day. The men and women of the Coast Guard
should be commended for the speed and skill with which they have
accomplished this feat.

Nevertheless, I believe there are many measures that we can
take to improve our awareness of activities occurring in the mari-
time domain. The Coast Guard has identified maritime domain
awareness as one of its major objectives. It is our job to ensure that
the service has the necessary resources, technology, and authority
to achieve this objective to better secure America’s ports and mari-
time transportation sector.

The Commission’s report includes a number of recommendations
that call for a system-wide improvement in the national intel-
ligence community so that we may improve the quantity and qual-
ity and the integration of information that is being collected. We
must focus energy and resources to increase our intelligence capa-
bilities on the high seas and in overseas ports. Increased intel-
ligence efforts in the maritime sector will allow the Coast Guard
to further push out our borders, allowing the Service to identify
and track potential threats at a distance from our shores.

We must be able to verify the list of ports previously called on
by vessels approaching the U.S. We must also enhance our capa-
bilities to both identify the individuals or groups that control inter-
ests in both the vessels and the cargo carried aboard those vessels
and track the long-range movement of those vessels. Enhancing the
collection and dissemination of maritime intelligence data is critical
if the Coast Guard is to be successful in securing America’s ports.

Like the Coast Guard, this committee has been given increased
responsibilities in overseeing the security of the maritime sector
following September 11. I believe that we have met this challenge.
This committee has worked hard to ensure two unprecedented
pieces of legislation that have, for the first time, imposed a state
of security in the maritime transportation sector. We are beginning
to see the results of the Maritime Transportation Security Act
today with the boarding and inspection of thousands of foreign and
domestic vessels and the security improvements being implemented
at our ports. However, security needs are continually being identi-
fied and further refined, and we must continue to develop legisla-
tion to adapt and to address these emerging needs. I am interested
to hear the testimony today from our witnesses as to what they see
as the critical areas that remain to be addressed.

Finally, I would like to echo the sentiments that have been so
often directed to yourselves and to the other members of the Com-
mission. You and your staff are to be commended for the bipartisan
manner in which this report has come forth. We thank you for your
service.

Mr. DeFazio, do you wish to open?
Mr. DEFAZIO. Yes, in Mr. Oberstar’s absence I will. Thank you,

Mr. Chairman. With deference to Mr. Oberstar, I will substantially
purloin his opening statement.
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America is vulnerable to a terrorist attack. Our maritime trans-
portation system is vulnerable to a terrorist attack. We have over
95,000 miles of coastline. We import more than 7 million shipping
containers annually. Thousands of tankers carrying oil and hazard-
ous materials enter our ports each year, and millions of vacationers
enjoy their holidays on cruise ships.

Beginning July 1, every ship and port facility was required to
have implemented a security plan approved by the Coast Guard.
Yet, somehow, I think we are missing the big picture.

Eighty percent of the drugs that are shipped out of Colombia by
water penetrate our security and reach our shores. It would not be
difficult for a narcoterrorist to smuggle a weapon of mass destruc-
tion into the United States using the same means and paths. Less
than 4 percent of the containers that enter the United States each
year are fully inspected. It would be easy to secret a weapon of
mass destruction in one of those with a GPS triggering device and
when it reached a certain point in the United States, it would deto-
nate.

Terrorist organizations have used suicide operatives to attack ci-
vilian and military maritime platforms with small boats, loaded
with explosives. Al Qaeda used these methods in the October 2000
USS Cole and in the October 2002, M/V Limburgh incidents. Other
terrorists used these methods in the April 25, 2004 attack at the
Basra Oil Terminal in Iraq.

These tactics could be used against cruise ships; LNG, liquified
natural gas; chemical tankers, or offshore oil facilities, or other
ships. For example, the LOOP oil terminal off the coast of Louisi-
ana handles 25 percent of the U.S. imported oil. A small boat with
explosives attacking that facility could severely cripple our econ-
omy that depends upon those imports.

Yet, the administration has not developed a coherent strategy
that can realistically thwart these types of attacks other than des-
ignating areas as security zones, which is like simply posting a ″no
trespassing″ sign over a high security area. The Congress author-
ized the Coast Guard to lease addition aircraft for a West Coast
Helicopter Interdiction Tactical Squadron. Yet, the administration
has failed to lease these aircraft.

We could be lucky next time and discover a bumbling terrorist,
like the alert Customs agent did at the ferry in Port Angeles,
Washington. But maybe we will not be so lucky and there will be
a successor to the 9/11 Commission trying to get the government
to address our security problems.

It is not too late. The turf wars within the Department of Home-
land Security need to end. We need to clarify which agency is in
charge of which area of security. We do not need to have the Coast
Guard and the Border and Transportation Security Directorate
both operating ships on the water.

When the Committee wrote the Maritime Transportation Secu-
rity Act of 2002, we viewed it as the beginning of our major in-
volvement in improving security along our Nation’s waterfront.
While some would say that you must centralize congressional over-
sight so that one committee has a single mission to oversee the
homeland security activities of the executive branch, you also must
have an expertise in transportation to protect our Nation from the
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threats that can be launched through the transportation system.
This committee brings that expertise to the table.

I look forward to hearing from today’s witnesses about what
more we can do to help prevent another attack against America
using our transportation system as a weapon.

Thank you, Mr. Chairman.
Mr. LOBIONDO. Thank you. Mr. Gilchrest.
Mr. GILCHREST. Just briefly, Mr. Chairman. I would like to

thank the witnesses for coming this afternoon, and I look forward
to the testimony from the Commission, from certainly the Coast
Guard, and from our other witnesses, to understand how the Con-
gress can be an active, positive participant in securing the ports
and the waterways of the United States by coordinating our activi-
ties, not only with the various and sundry Federal agencies, but
also with the private sector, with the ports, and with our inter-
national friends.

So we look forward to your testimony and we will take your rec-
ommendations to heart.

Thank you, Mr. Chairman.
Mr. LOBIONDO. Thank you, Mr. Gilchrest. Mr. DeMint.
Mr. DEMINT. Mr. Chairman, I will pass on an opening statement.

I am ready to hear the testimony. Thank you.
Mr. LOBIONDO. Thank you.

TESTIMONIES OF JOHN LEHMAN, COMMISSIONER, NATIONAL
COMMISSION ON TERRORIST ATTACKS UPON THE UNITED
STATES; AND JAMIE GORELICK, COMMISSIONER, NATIONAL
COMMISSION ON TERRORIST ATTACKS UPON THE UNITED
STATES

Mr. LOBIONDO. Again, we welcome you and thank you for being
here and for the work you have done, and please proceed.

Mr. LEHMAN. Thank you, Mr. Chairman, and thank you for invit-
ing us. We are here as we have conducted ourselves in the prior
20 months with a total unity of effort and purpose, and we have
submitted a unified statement for the record, and I will only briefly
touch on some of the points that have already been mentioned that
are key to our report.

We certainly appreciate and applaud everything this subcommit-
tee has done with the Maritime Security Act in particular. It is a
tremendous step forward. We agree with Mr. DeFazio’s view that
congressional oversight is crucial to this and that if there is one
committee in each House for homeland security, there needs to be
the maritime expertise in the specialized expertise in subcommit-
tees, and I think this subcommittee in particular has demonstrated
an exemplary role in producing bipartisan legislation.

But there is a lot more to go. We have concentrated in particular
on the need for congressional reform. While much of the attention
in our recommendations has gone to the reorganizations that we
are recommending in the intelligence community and in the execu-
tive branch, a true partnership is the only way successful policy
can, over time, succeed, and the example of a subcommittee where
tenure and expertise and seriousness of purpose in the substance
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of what is a complex matter, maritime security, is an excellent ex-
ample for the rest of Congress to follow.

Maritime security, in many ways, is a much more difficult issue
to deal with than aircraft security, because there is a much greater
geographic area to deal with in terms of port aircraft having to
come to large airports, and ships and small boats have the whole
coast to penetrate in terms of smuggling in weapons and terrorists.
We have grown a global economy that is utterly dependent today
on the rapid movement of people and products just in time, manu-
facturing, personnel moving quickly, commodities, particularly pe-
troleum, moving unimpeded in a world market. This is an almost
irresistible target for terrorists, and we know that they are plan-
ning on targeting these vulnerabilities, vulnerabilities in the infra-
structure which you have mentioned.

We are not today adequately prepared to deal with the range of
threats that we know are being planned by our enemies, and we
do not have time to wait. We have to start with an overall strategic
plan. You on this subcommittee have to be a major initiator or
provocateur in seeing that this happens so that there is a strategic
overview and an allocation of resources based on threat and based
on risk and not on pork barrel and not on bureaucratic impera-
tives.

So we think you are off to a very good start in this matter. This
is not something new to you at all, and we think that the oppor-
tunity to build on what you have already done with the Maritime
Security Act is very attractive, without an enormous increase in re-
sources, certainly as resources have to be increased.

But this is an achievable objective, and as we talked about ear-
lier, some of us, on the aviation security, the approach of this com-
mittee has to be that this is not a goal line that we have to get
across and once we are there, we can turn to other problems. We
have to, you have to see that the executive branch adopts a culture
of constant change, of constant improvement, because the threat is
constantly changing, and this is a very innovative, agile, intelligent
enemy that we are going to be facing for the next decade or more.

So our approach to dealing with it and being ahead of them in
having better defenses around where they are going to come de-
pends on a constantly improving and ever-flexible, changing and
adapting culture in the executive branch. And it will not happen
by itself, because bureaucracies seek steady state, and without the
responsible provocation and energizing from Congress, you will in-
evitably see it settle into a stasis in which the enemy then moves
well beyond and we will see another 9/11.

So I am looking forward to your questions, and now I would like
to have my fellow Commissioner say a few words.

Ms. GORELICK. Thank you, John. We were very lucky to have a
former Navy Secretary among our Commissioners, and you can be
assured that the interests of maritime security were well rep-
resented on the Commission, both in terms of perspective and ex-
pertise.

I would make and emphasize four points. First, neither the agen-
cies themselves nor this Committee can do the jobs that need to be
done unless they are good consumers of intelligence. One of the
overarching themes I think that you see in our report is that intel-
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ligence is only as good as the pressure from the consumer to have
good intelligence. So the questions that you ask of the agencies
that you oversee have to be informed by the intelligence commu-
nity’s best assessment of the risks to our maritime security. It is
as simple as that. That has to be your baseline. You have to insist,
in my view, that the agencies that you oversee do that, and you
have to have a very good window into that yourselves.

Second of all, the strategic plan has to match up against those
risks. So, if you get a strategic plan that does not reflect in your
view the risks as presented by the intelligence community, then
you have a very good basis for rejecting it or asking hard questions
about it. I think your insistence on having a plan is critical. When
we looked at congressional oversight generally, we found an inabil-
ity to look strategically across a group of agencies, an inability to
understand what the problem was that they were trying to ad-
dress, what their strategy was in trying to address it, and what the
obstacles were to achieving the strategy.

And you have deep expertise in this Committee to do just that.
I think your insistence on having a plan that you can scrutinize is
absolutely right.

But the third question, then, is what are the obstacles to achiev-
ing the plan? Although we did not spend a tremendous amount of
time on the particular issue of maritime security, we did see
throughout the Department of Homeland Security—in part because
of its newness and, on the issue of maritime security because of the
fact that we have Customs, border protection, Coast Guard all ad-
dressing the same threat—you see the need for deconfliction of
roles and missions. That is a perfect role for congressional over-
sight.

And then I think, as John said, it is important not to assume
that once you have set a strategy and identified the obstacles and
tried to address those obstacles, that your work is done. Because
one thing we learned in reviewing reams of intelligence about al
Qaeda and its antecedents over 15 years, is that it is agile and
pretty sophisticated.

We saw a group of people in remote areas of Afghanistan—where
they frequently do not have functional electricity, where their com-
munications systems are not anywhere near as sophisticated as
ours—who had a pretty good view of our society and its
vulnerabilities. They were far away to us, but we were not far
away to them. And they will probe, and they have probed, the
vulnerabilities of our ports and our shores.

So I join with John in commending you for the interest that you
have taken on this Committee in these important issues. I urge
you, really urgently, to hold the agencies’ feet to the fire in terms
of developing a strategic plan and hone in on the obstacles—both
bureaucratic, and in terms of expertise, financial and otherwise—
to achieving the plan. In our view, if you do that, you will more
than have met your responsibilities and will have added immeas-
urably to the security of our country.

Again, I join with John in thanking you for the interest that you
have taken in this subject and for your tenacity in pursuing the dif-
ficult goals in front of you.

Mr. LOBIONDO. I thank you.
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Mr. DeMint, do I understand you have a time conflict with a
flight?

Mr. DEMINT. Yes.
Mr. LOBIONDO. I will let you start off then.
Mr. DEMINT. Thank you, Mr. Chairman. Thank you very much.
I want to thank both of you for being here. I have found nothing

gets done until someone is willing to propose some solutions and
put some ideas on the table for the rest of us to shoot at, and I
appreciate you doing that. I assure you we will not be shooting at
you today.

But this is very important to me. I am a Congressman from
South Carolina; the South Carolina ports are the fourth busiest in
the country. Port security is something that comes up all the time.
So we are very interested in what you have done in this report.
While there could be some things we disagree with, you have cer-
tainly given us a focus and a sense of urgency which we need to
pursue, and I appreciate the chairman getting us started here
today.

I just wanted to hear, and Mr. Secretary, I will start with you,
just to talk a little bit more about potential solutions related to the
port security, what the Coast Guard’s involvement is perhaps in
the surveillance, sensing devices, and I know while the report did
not get into a lot of specifics, it did suggest that you thought that
we should allocate our resources for security based on an evalua-
tion of transportation assets, and certainly that involves shipping,
air cargo, a lot of other things that are in the port.

So my question to you really is, if you would talk a little bit
about what your vision is, and just from discussions with other
commissioners of what is the most cost-effective means of providing
port security without sacrificing the flow of commerce? I appre-
ciated you referencing just-in-time inventories and things that
are—I mean these ports have worked on productivity and effi-
ciency. We have to figure out some way to keep our country safe
and, at the same time, not allow them to disrupt commerce, which
is their intent, to get at our economic foundations.

I mean, you have mentioned tracking and sensing devices, but—
and we want to try to take some of those ideas and move them for-
ward with specific, strategic plans, as you mentioned, really tac-
tical options. But I would like to hear you and perhaps both of you
talk just a little bit more about ideas that you have, particularly
in port security.

Mr. LEHMAN. Well, thank you. I firmly believe that the oppor-
tunity here is a dual one. It is not a trade-off between efficiency
and security.

As a country, we are well behind the levels of excellence in other
places like Singapore, as you well know, and the technology that
is employed in our ports. By applying state-of-the-art technology in
port management, particularly with regard to containers, you bring
in technology that in and of itself, even though you may invest in
it for economic reasons, brings you much better security, and I am
sure you are familiar with the technologies that I am talking about.

So a little bit of investment goes a very long way in bringing up
the ability of the Coast Guard to tremendously improve the level
of security, while not adding friction, which would be the worst
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thing, but actually easing up and opening up and taking away fric-
tion from the way our ports operate today.

Resource allocation has been touched on earlier. We believe as a
Commission that there has not been any top-down, strategic look
at allocating the resources, with 90 percent going to aviation and
10 percent going to everything else. That is not the fault nec-
essarily of the agencies, of the administration, so much as, in my
judgment, and here this is not a Commission finding, but my own
particular view, the problem is the problem of the 90 committees
and subcommittees that want a piece of the action in homeland se-
curity. And that is why we have put the objective of congressional
reform right at the top of our list.

Second, we need to recognize that there are resources available
without having to spend money. The United States Navy does most
of its training and has most of its ships in home waters all the
time. And they can be made available, put under OP CON in cer-
tain circumstances while they are training at home for homeland
and port security. Naval reserves. The Coast Guard has a tremen-
dous relationship with the pleasure boat world. The Coast Guard
auxiliary, and so forth. There are many resources that can be har-
nessed that can fill in many of the geographic gaps that we have.
And I think the Coast Guard is well on top of these issues. We can
take confidence that we really have an energized and professional
force that is finally beginning to get some of the resources that it
has long been starved of.

So I remain optimistic about our ability to deal with this, but we
have a long way to go.

Mr. DEMINT. Mr. Chairman, could I just ask for a quick follow
up from Ms. Gorelick.

Ms. GORELICK. Thank you very much. My follow-up would be ex-
tremely quick. I would only add this: do not forget the private sec-
tor. We have a very innovative private sector with tremendous
abilities to contribute technologies that can help us leap-frog some
of the countries that currently do this better than we do. One of
the things that I would suggest is that you review with the Depart-
ment of Homeland Security its practices with regard to the private
sector. How is it procuring the finest technologies? What assur-
ances can it give to an innovative developer of technology that it
will not be penalized if its innovations do not perform perfectly?
Take a hard look at the way in which we are intersecting as a gov-
ernment with private companies that want to help.

I am a lawyer in private practice. I represent companies who ask
me, ″How can I help? How can I, how can I tell the Department
of Homeland Security about the products that I have that might
help?″ The government has never been particularly good at this.
Both John and I have worked at the Defense Department which,
goodness knows, has tremendous interest in working well with the
private sector but has nevertheless had its problems. So it is not
a surprise that this would not come naturally.

But here, we do not have any time to waste and we do not have
any brain power to waste. So I think it would be well worth inquir-
ing of DHS, ″How are you looking at the technologies that are
available out there and trying them out to see what can be most
effective in facing the challenges that you have identified.″
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Mr. DEMINT. Excellent perspective. Thank you both.
Thank you, Mr. Chairman, and I appreciate my colleagues ac-

commodating my time problem today.
Mr. LOBIONDO. Happy to accommodate you, Mr. DeMint. Good,

safe, traveling.
Mr. DeFazio.
Mr. DEFAZIO. Thank you, Mr. Chairman.
Commissioners, I would ask you to—I mean you noticed the dis-

proportionate investment in aviation versus port and/or other areas
of transportation and vulnerability. from your deliberations and/or
investigations, where would you—I mean we have a number of
places; we have aviation, and we talked about those problems ear-
lier and extensively with Commissioner Lehman, but in terms of
maritime transportation, ports, rail, other infrastructure, where do
you think we should be putting funds? Do you think that we are
over investing in aviation, or do we just need to make the whole
pie bigger and make more investments in ports and other sectors
of transportation?

Ms. GORELICK. We did not ourselves make the comparative risk
assessment that we think needs to be made, but we did hear from
the GAO and from other experts who suggested that the current
allocation is not proportionate to the risk, and that we are in dan-
ger of fighting the last war.

One of the reasons I started my comments with urging both the
agencies themselves and this committee to be good consumers of in-
telligence is that it is important to force the intelligence community
to outline the risks and to identify, to the extent that they can, the
capabilities that they see on the part of terrorists. Had that been
done prior to 9/11—had there been a sweep, for example, of all of
the intelligence that we had about the intentions and capabilities
of terrorists to utilize airplanes as missiles—we could well have
configured the way in which we defend ourselves more effectively.

The same is true with respect to maritime security. We only have
to look at the COLE. We know that terrorists, and al Qaeda in par-
ticular, have identified maritime avenues for threatening U.S. in-
terests. The question is, where do you rank these threats? Our in-
telligence community is assigned the task of identifying and rank-
ing risk. You ought to be the beneficiaries of that, as should be the
agencies that you oversee. Otherwise, what are you to make of the
current allocation?

Mr. LEHMAN. One of the frustrations in our investigation was as
we looked and looked through the various agencies, we found no
real overview, no strategic analysis that has been done as to relat-
ing the levels of risk from which you could plan and allocate a rea-
sonable proportion of resources. I certainly do not think too much
is being spent on aviation security today, which would mean, and
we all agree on the Commission, that there is not enough going to
the other, then clearly, there is an underfunding problem in rail,
marine, and other modes and nodes.

Because we know from interrogations and other sources of intel-
ligence that there is a very keen interest in economic disruption as
a tool, not in addition to killing masses of innocent civilians; there
is a belief in many quarters of the Islamist terrorist world that our
economy is very fragile, that the economy of the West is very frag-
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ile, and that by hitting the nodes, the most vulnerable nodes, forc-
ing, for instance, because of a disaster perhaps involving weapons
of mass destruction, forcing the inspection of every container that
come into the United States would bring the economy practically
to a halt.

So we know they know that. We know they are planning that.
Yet, the overview strategic planning has not been done to allocate
the 50 most vulnerable or most important ports in the United
States. There should be a threat analysis for each of those ports.
There is none. Why is there none? I mean, that is the kind of thing
that you need to really bore in on.

Mr. DEFAZIO. Thank you.
Thank you, Mr. Chairman.
Mr. LOBIONDO. Mr. Gilchrest.
Mr. GILCHREST. Thank you, Mr. Chairman. I think maybe the

first thing we ought to do today is find out the 50 most vulnerable
ports in the United States and why they are vulnerable.

Mr. LEHMAN. We would have to go into classified session for that.
Mr. GILCHREST. Maybe we could find that out by the end of the

month.
The maritime industry is extraordinarily efficient in and of itself.

The private sector, the shippers, and it is my understanding they
try to make sure that a Greek ship is able to transport a 6 pack
of Heineken for 2 cents cheaper than the a Chinese ship. So these
guys are really pretty efficient. I guess I have 4, and I know, to
some extent, I do not represent the Port of Baltimore, but it is in
the State of Maryland, and for years and years and years, the mar-
itime industry has, in my judgment, pitted the Port of Baltimore
against New York, against Norfolk, Virginia, against ports in South
Carolina to get those ports to come up with the best type of off-
loading mechanisms, technology; otherwise, they will not come
there and you have to dredge deeper and deeper and deeper; other-
wise, we are not going to go there.

So these guys are sophisticated, they know the ports that they
go to like a fine tooth comb. And I guess my question is, how much
cooperation has there been post–9/11 with the maritime community
insofar as transparency is concerned, who owns these ships, who is
the flag, the State flag of where these ships originate? Do the in-
surers of the maritime community, have they cooperated in trying
to ensure that the point of origin of a particular cargo is inspected,
I mean cooperating with the United States? Is there much coopera-
tion with the maritime community, with the IMO, and interested
international parties, specifically the United States, in finding the
whole mechanism from the time that you put a piece of furniture
into a container and then that gets put on a ship, and then it
leaves a port and goes to another port, another port, and finally
ends up in Philadelphia or Baltimore. Has the Commission seen an
overall sense of urgency and cooperation by the international com-
munity in finding ways that they can reduce the threat, not only
from chemical weapons or nuclear weapons, but a container of An-
thrax tucked away in a drawer of a dresser that was picked up in
Greece and went to Amsterdam and then went to, I don’t know,
New York, and ends up in Norfolk, Virginia? That is sort of a broad
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overview, but your assessment of that, how far behind are we on
that?

Mr. LEHMAN. Certainly American owners and insurers have been
extremely cooperative, and of course, I would preface this by saying
that the Coast Guard is very much seized of these issues, and they
are the authoritative responders to this, because we did not spend
a great deal of time on that particular dimension of it. But cer-
tainly the impression we have is that there is no coordinating lead-
ership in addressing these problems internationally, and it has to
be done. Because the maritime world, even more than the aviation
world, which is so much, so much of the problem is the domestic
internal aviation issue, that the maritime world is utterly depend-
ent on cooperation between the port of embarkation, the port of de-
marcation, and it is a totally constantly shifting and efficient mar-
ket.

So there is going to have to be leadership shown through the
IMO and other organizations. It is not going to happen by itself,
and while——

Mr. GILCHREST. Do you get a sense that the people are waiting
for the United States to be that international leader?

Mr. LEHMAN. Yes and no. I mean there are some who fear it be-
cause it is going to bring changes that are not going to be welcome
to some quarters economically, and of course there is the overall re-
sentment that is abroad in some quarters against United States
leading anything yet, for the most part, there is a feeling that yes,
only the United States could do this, and even if we do not like
them, somebody better start pulling this together, because it is not
being pulled together now.

Ms. GORELICK. Mr. Gilchrest, I think that you ask very good
questions about both the engagement of the private sector gen-
erally, and the relationship between the U.S. and international
maritime corporate interests. As John said, we did not really look
at this question, but we did look at the Department of Homeland
Security’s plans and procedures for engaging the private sector
generally. I would just make one comment, having been the co-
chair with Senator Sam Nunn of the Advisory Committee of the
Presidential Commission on Infrastructure Protection, which
looked precisely at how is it that the government can help protect
the security of the United States when 90 percent of our critical in-
frastructure is in the hands of the private sector.

So I hearken back to the comment I made a minute ago about
how do you fully engage the private sector. Certainly you want to
make sure that your rules are not so rigid that the private sector
will be deterred from offering its best technology. But the other
thing that needs to be done is that the rules for having those con-
versations need to take account of what it is like to be in private
business. It is an act against nature for companies to sit with their
competitors and share their vulnerabilities. It just does not happen,
and it will not happen on its own.

Unless there are ways of protecting and securing competitive in-
formation unless there are ways of protecting companies from
charges that they are behaving in an anticompetitive way; unless
there are ways of protecting from public disclosure private informa-
tion that is critical for the government to know, then those con-
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versations are not going to happen the way they need to. It is my
guess that what is true for the energy industry, for the financial
institutions industry, for the defense industry is also true for the
maritime industry—that they need both help in creating an infra-
structure where they can talk, and rules that will allow them to
speak freely and constructively with each other and with the gov-
ernment. I think your question is excellent and it is a very fruitful
area of inquiry for you.

Mr. GILCHREST. Thank you very much. It is always nice when
some people think your question is good.

Thank you, Mr. Chairman.
Mr. LOBIONDO. Thank you, Mr. Gilchrest.
I think what I am hearing is that you believe that we need to

press the Department of Homeland Security, for an overall plan,
specifically as it relates to maritime, but the Commission did not
look at making any specific recommendations for the maritime side
of this specifically. And even more specifically, I think your report
makes brief reference to the need to intensify the efforts to identify,
track, and screen maritime cargo. Did the Commission investigate
the possibility of maritime cargo containers as a means of import-
ing either material to carry out a terrorist attack or terrorists
themselves? Will the Commission issue specific recommendations
to us to improve the screening of cargo? Did you get that far?

Mr. LEHMAN. We certainly got far enough into it to know that
the threat is very real, that there has been planning, it is an area
that our enemies have indeed focused on. And we saw a great dis-
parity in the level of interest from the Islamist terrorist world com-
pared to the level of effort to deal with those security measures.
Certainly x-raying and bar-coding and those kinds of technologies
are part of the solution, but we did not go beyond the fact that it
was beyond our purview, if it was look as we might through the
bureaucracy, we found no place where we could find a framework
to evaluate the efforts that were being done. It just—it is at such
a beginning stage, as was mentioned earlier. Four percent at most
are looked at in some way.

So what we have done, again, our approach in our report has not
been to provide an exhaustive list of nice-to-haves and must-haves,
but to highlight. We only made 41 recommendations, because we
wanted to concentrate on those things that we felt were the most
important and not try to get into the level of detail that the exper-
tise in your committee and your staff would be essential to carry
out. We found insufficient basis of evidence that work was being
done within the bureaucracy to make a clear set of specific rec-
ommendations, other than the ones that we have made, which are
we have got to get on with it, recognize the nature of the problem,
the insufficiency of the resources, the availability of resources that
are not being harnessed in technology and the private sector, and
urge that the administration and Congress, and specifically this
subcommittee, get on with it at a very high priority.

Mr. LOBIONDO. Can I ask you just to elaborate a little bit on
something you commented on earlier, about the Navy possibly
being a partner for resources with port security, how that would
work, in your view?
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Mr. LEHMAN. Yes. Well, this is beyond what we actually evalu-
ated in the Commission; it is more drawn from my own experience
as Secretary of the Navy. In the East Coast at any given time there
are dozens of naval ships in home waters exercising, operating and
so forth. There are a significant number of Reserve ships operating
out of gulf ports and East and West Coast ports, although now far
fewer than there used to be. But the Navy is just moving to a very
innovative new way of deploying. Rather than the 6 months
workup, 6 months deployment, 6 months repair, the Navy has now
shifted and is in the process of shifting to deploying on an excep-
tional basis for shorter periods, for surge and for crisis manage-
ment and spending much more time operating and training in
home waters. As you know, the instrumented test ranges for the
Navy and Air Force are all up and down all of our coasts. So we
have that presence there. It was like, you know, we had a total of
four aircraft on alert on 9/11 on the whole east coast, yet we had
probably 500 or 600 aircraft, military aircraft flying that day on
the East Coast, not harnessed into NORAD, because they were, the
belief was that there was no more threat.

So the resources are there. You do not have to buy new ships if
you couple up the homeland security and Coast Guard to the avail-
able training that naval ships are doing in port. I might say the
Army actually has a larger fleet of relevant boats in American
ports than the Navy does, so I would not leave the Army out.

So these resources are there, and if they can be coupled in while
they are—and it has been done in the past. It just takes somebody
to decide that this is a priority to do, and that can plug a lot of
holes, in my judgment.

Mr. LOBIONDO. OK.
Well, I thank you, Secretary Lehman, Ms. Gorelick, thank you

very much for being here today and for your work on the Commis-
sion. We will take a brief adjournment until we move to panel 2.

I would like to thank our second panel. Admiral Hereth, we
thank you for being here today. You are the Director of Port Secu-
rity for the United States Coast Guard. The Admiral is accom-
panied by James Sloan, Assistant Commandant For Intelligence for
the United States Coast Guard.

Admiral, thank you. Please proceed.

TESTIMONY OF REAR ADMIRAL LARRY HERETH, DIRECTOR
OF PORT SECURITY, UNITED STATES COAST GUARD ACCOM-
PANIED BY JAMES SLOAN, ASSISTANT COMMANDANT FOR
INTELLIGENCE, UNITED STATES COAST GUARD

Admiral HERETH. Always a pleasure, Mr. Chairman. Thank you
very much.

I am the Director of Port Security and the Coast Guard’s Marine
Safety, Security, and Environmental Protection Directorate. I am
pleased to be here with Mr. James Sloan who is our Assistant
Commandant for Coast Guard Intelligence. It is a pleasure to ap-
pear before you today to discuss the Coast Guard’s continuing ef-
forts to improve maritime transportation security. It is also appro-
priate that we appear together, because intelligence and port secu-
rity must go hand-in-hand if we are to secure our Nation’s vast
maritime arena.
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First, on behalf of the Commandant, we would like to thank the
Commission for the service they provided to the Nation and for
their thoughtful deliberations and recommendations on how we can
further secure the homeland. We would also like to thank this sub-
committee, Mr. Chairman, for your tireless efforts to secure final
passage and enactment of the Coast Guard and Maritime Trans-
portation Security Act of 2004. It is important legislation that will
help us continue enhancing security and reducing maritime risk.

As recognized in the Commission’s report, the Nation’s maritime
transportation system is vast and diverse. The system spans 26,000
miles of commercially navigable waterways. It accounts for $800
billion of freight trade each year and is used by 180 million ferry
passengers and 78 million recreational boaters. Protecting this sys-
tem is indeed a significant challenge.

A maritime terrorist attack with its associated ripple effect
through our country will have a dramatic impact on trade and com-
merce and will severely impact on the Nation’s economy. So we
must focus our efforts on preventing such an act.

While we take great pride in the progress we have made since
9/11 to improve maritime security, we are intent on pressing hard
for greater improvements. For the Coast Guard, that means con-
tinuing the aggressive efforts to build capability and apply re-
sources related to risk to support our maritime security strategy.
The four key pillars of that strategy are: awareness, through en-
hancing the maritime domain awareness program that we are try-
ing to emphasize; building prevention through enforcement of our
effective domestic and international security regime; increasing
protection by improving our operational presence and by leveraging
State, local, and private sector capabilities; and improving our ca-
pability to respond and recover should an incident happen.

The core of our maritime domain awareness efforts revolve about
the development and employment of accurate information and in-
telligence, and knowledge of vessels, cargo, crew, and passengers,
and extending this well beyond our traditional maritime bound-
aries. All of the DHS’s components are working hard to provide
this layered defense through collaborative efforts with our inter-
national partners to counter and manage security risk long before
they reach a U.S. port.

While we have taken some steps to improve maritime domain
awareness, we have implemented the 96-hour advanced notice for
arrival requirement for vessels; we have accelerated the implemen-
tation requirements for AIS equipment; and we have stood up joint
operation centers. We still have much to do, however, to ensure an
adequate level of maritime domain awareness.

To help that, we have set up a specifically dedicated staff, an
MDA staff, to coordinate those activities and to encourage collabo-
ration with all agencies in the government that share our goal.

Regarding building a security regime, much attention has been
paid to the implementation of MTSA and IPSP. This is certainly
a major part of our prevention strategy. Our domestic efforts and
international efforts have focused on implementation in a very
short period of time centered around that one July date. We are
also intent on improving supply chain security. And our basic
premise is that since trade is global and terrorism is global, we
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thought it was necessary to build a global security regime, and,
therefore, we collaborated with representatives from 147 other
countries at the International Maritime Organization to build this
new and substantial security regime that applies to vessels and
port facilities around the world.

These international requirements mirror our domestic standards
set forth in NTSA. So there is very much an equal push domesti-
cally and internationally on the same security front. This provides
a powerful way to leverage our efforts, not only across the country
but across the world.

We do have implementation challenges, and we have met those;
and the 1 July implementation date has come and gone very
smoothly, despite these many challenges.

Since 1 July, we have continued our enforcement efforts and
have conducted over 2,500 foreign vessel security exams under our
port State control program and about 1,000 other facility and do-
mestic vessel security inspections to ensure compliance with that
new regime.

Also, Coast Guardmen and women are working every single day
on the waterfront to deter and prevent terrorist acts, and are pre-
paring to respond should something happen in a port.

As required by the NTSA, the Coast Guard has also established
an international port security program that works in concert with
Customs and Border Protection, with Immigration and Customs
Enforcement, with the Transportation Security Agency, and the
Maritime Administration and some other Federal agencies to iden-
tify foreign ports that pose a potential security risk to international
maritime transportation because of their lapse in security as the
vessels or cargo comes to the United States.

BTS, Border and Transportation Security, is also leading our ef-
fort, along with TSA, CBP and the Coast Guard, to develop a cargo
security strategic plan known as the secure systems of transpor-
tation, which is an NTSA requirement by the way. It takes a sys-
tems approach related to risk to cargo transportation by enhancing
existing security regimes through minimal regulatory standards
and using performance-based options to improve shipments. The
secure systems of transportation effort will ensure security require-
ments that international and domestic cargo shipments are aligned
for all modes of transportation.

Further, enhancing our maritime security implementation efforts
has been our gaining membership in the national intelligence com-
munity. Intelligence community membership is absolutely nec-
essary, in our opinion, because it gives the Coast Guard expanded
authority to collect, retain and disseminate foreign intelligence to
meet the various homeland security objectives, one of which is port
security. This also gives us enhanced access to information and en-
hanced intelligence and maritime domain awareness through our
partnerships and access to information from the many intelligence
community members.

To continue facilitating our intelligence capabilities and informa-
tion-sharing capabilities, the Coast Guard will hold a public meet-
ing on September 1 here in D.C. To discuss information-sharing
mechanisms that will allow the Federal Government, particularly
in the maritime security arena, to more effectively share threat in-
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formation with maritime industry stakeholders, specifically the pri-
vate sector.

Regarding our operational presence, our collective efforts to in-
crease our operational presence in ports and coastal zones continue
to build upon a layer of security posture established by the Mari-
time Security Strategy, which is a document we published in De-
cember of 2002.

Since 9/11, the Coast Guard has grown by over 4,000 people. We
have increased our cutter operating hours by almost 100,000 and
our small boat operating hours by an estimated 200,000 hours just
in support of port security missions. We will also, by the end of this
calendar year, have deployed and commissioned 13 maritime safety
and security teams. Those are surge teams, as you well know, that
provide us a great deal of asset capability should something hap-
pen, and also for daily operations, to surge to make the needs relat-
ed to the risks in the various ports around the country.

We also are working with DOD as closely as we ever have, and
we will receive and commission five new coastal patrol boats from
the Navy before the end of the year. We will also add 17 new 87-
foot coastal patrol boats and nearly 300 new small boats by the end
of this year. So operational presence certainly depends on the ac-
quisition and development of those resources, and we are making
great progress on that front.

Regarding response and recovery, the Coast Guard has been
working with Customs and Border Protection, TSA, the Maritime
Administration and other DOT mobile administrators on establish-
ing national standards, plans and policies for maritime transpor-
tation security, including response and recovery.

Just three short examples that are key, but significant: Since 9/
11 we have adopted now the National Incident Management Sys-
tem, the NIMS system, which essentially is a 9/11 Commission rec-
ommendation, to adopt ICS; NIMS is essentially the incident com-
mand system. That will be the Nation’s first standardized model
now for incident management that will create a unified structure
to involve Federal, State and local responders to respond to any
kind of incident, including a terrorist incident.

The national response plan, which is the capstone document that
talks about response and recovery, is in its final stages of review,
and we look forward to getting that finalized.

I would also offer that area maritime security committees, 43 of
them, have been stood up around the country; and one of their
charters, in addition to a strong focus on prevention, is also to talk
about jurisdictional responses in their particular area of respon-
sibility, identify agencies that have response capabilities and, in
general, make sure that there is good coordination between local,
State and Federal agencies to any incident that may occur.

We have recently, in the last couple of months, had the oppor-
tunity as a department to exercise our planning and coordination
at three national security special events: the G8 summit; the state
funeral for President Reagan; and the Democratic National Con-
vention up in Boston. During all these events, the Department not
only coordinated its own agency efforts, but it also worked with
other Federal, State and local agencies as well as our private sector
maritime community partners. This allowed us to address the secu-
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rity risks presented while ensuring a free flow of commerce and
minimizing the effects on recreational boaters and the commercial
fishing community, which is important. Our efforts again will be
surged for the Republican National Convention in New York.

In conclusion, we have come a long way since the morning of 9/
11, but we still have a great deal to do. It will require continued
capability growth and development of strong partnerships among
the Coast Guard, Transportation Security Administration, Cus-
toms, ICE, MARAD and State and local agencies and our maritime
community private stakeholders.

No single stakeholder, whether it be government, industry, labor,
private sector, anyone, can do this alone. We must continue to work
together to improve security.

The recent 9/11 Commission report and the focus it places on the
national intelligence infrastructure in maritime security provides
further opportunities for improvement. While we must remain vigi-
lant and dedicated to the effort, the Coast Guard’s Maritime Home-
land Security Strategy has, we believe, produced significant results
since 9/11.

We have a rich tradition of answering the Nation’s calls. We are
proud of our accomplishments over the past 3 years, and we appre-
ciate the dialogue, with this committee in particular, to continue
those improvements.

Thank you very much for the opportunity to come today and talk
to you, and we will be happy to answer any questions you may
have.

Mr. LOBIONDO. OK. Thank you, Admiral.
Mr. Gilchrest, why don’t you start off?
Mr. GILCHREST. Thank you, Mr. Chairman.
Admiral, welcome to the subcommittee hearing.
The first panel made a recommendation that Congress reform

itself so we do not have 45, 32, however many, subcommittees deal-
ing with this issue and fragment the kind of information that needs
to be consolidated so that we can keep the Coast Guard and the
bureaucracy dynamic.

I also want to welcome James Sloan, a graduate of Cranford
High School, 1964, a neighboring high school. We challenged each
other in a whole range of sports. I am glad to see after 40 years
we have finally gotten together again.

Mr. LOBIONDO. You have got to hold on. You have got to give
him a chance to respond, Wayne. You threw something out there.

Mr. SLOAN. I am not foolish enough to say that Congressman
Gilchrest won everything.

Mr. GILCHREST. It was a great rival, though, Cranford and Rah-
way, part of the Garden State, Mr. Chairman.

Admiral, I have three questions, two parts to the first one. Was
the Coast Guard able to communicate during the tragedy of 9/11
with the first responders, with State and local officers at the scene,
on 9/11?

The second part to that question is, last Friday an off-duty po-
liceman in Maryland found a member of Hamas videotaping the
Chesapeake Bay Bridge. God forbid anything ever happened where
a suicide bomber actually detonated a pick-up on the Chesapeake
Bay Bridge.
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With that kind of catastrophe, would the Coast Guard be able,
in the Chesapeake Bay, to communicate with the Department of
Natural Resources, police, with the other various first responders
in the region of, let us say, Queen Anne’s County and Anne Arun-
del County.

Admiral HERETH. Sir, we believe that the Coast Guard could
have and did communicate with first responders in New York on
9/11. That communication capability was probably one of the better
systems in the country.

We also believe, since 9/11 there’s been a tremendous focus on
communications development and capability, and much has been
done in that regard to ensure that all first responders can, in fact,
communicate.

In particular, that is one of the reasons and one of the strong
things that had been the focus of discussion in the area of maritime
security committees as they have stood up around the country.
Communication obviously underlies a good, effective and efficient
response, and so we are very concerned that is on the table on each
of the committees’ agendas and that they talk and engage on that
front in a robust fashion.

There also have been a lot of equipment purchases since 9/11 to
continue to foster that development.

So you are right on target. That is a very crucial need. It has to
be handled properly, but it is being aggressively addressed, sir.

Mr. GILCHREST. Thank you very much.
The second question, the container security initiative, you spoke

about your efforts with the international community, working with
the International Maritime Organization and so on. Have you seen
any problems with the container security initiative in foreign ports?

It is my understanding that an agent inspects the containers as
they are being loaded. Is that a correct assumption? And are any
of those agents that inspect the containers U.S. Agents, and are
there still ports out there where there is not an agent that inspects
the containers as they are being loaded?

Admiral HERETH. Yes, sir, that happens all over the world. There
are a limited number of agents deployed around the world. They
generally do not inspect the containers as they are being loaded or
stuffed. Generally, the practice is to screen containers and look for
anomalies and then de-van the boxes, look at the boxes as nec-
essary. Those agents are, in effect, CBP agents that are deployed
around the world.

Mr. GILCHREST. What is that?
Admiral HERETH. Customs and Border Protection agents, inspec-

tors.
Mr. GILCHREST. So they are American. Do we have counterparts?

Are there agents from England or France or Japan or so on?
Admiral HERETH. No, sir, not that I am aware of.
Mr. GILCHREST. This is a unique U.S. Initiative?
Admiral HERETH. I believe it is, sir.
Mr. GILCHREST. They go to ports where they know the ship that

is being loaded is coming to the United States?
Admiral HERETH. Yes, sir, and try to focus on ports where the

largest amount of cargo is flowing to the United States.
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CBP, of course, manages that program principally and the inten-
tion is to pretty much double the program from 20 ports around
about now to 40 ports by the end of the year.

Mr. GILCHREST. Just a quick follow-up, Mr. Chairman.
The idea of a container security initiative, with the U.S. Agent

in various ports around the world inspecting to the degree that it
is humanly possible the kind of goods loaded into that container,
it is my understanding that there are in the IMO new security code
and security provisions.

Is there anything in that proposal that deals with people actu-
ally, to some extent the way we are doing it now—where our secu-
rity agents are monitoring the containers that are being loaded? Is
there anything in the new IMO initiative that does that?

Admiral HERETH. Not that specifically requires inspections once
a container is stuffed. But there are all sorts of recommendations
and guidelines to push up the supply chain and know before a con-
tainer arrives in your terminal where it is coming from, who it is
coming from and establish a relationship with that shipper. So the
term ″trusted shipper″ is prevalent. That seems to be a focus.

Mr. GILCHREST. So the private sector would have a great deal of
motivation to inspect each container as well, I would hope.

Admiral HERETH. In effect, there is quite a bit of motivation to
sign up for a standard set of protocols known as CT-PAT, and I am
sure you may have been briefed on that program, essentially a set
of protocols for shipping containers around the world. Most of the
shippers in the world in the liner trade have signed on to those
contracts or agreements with Customs, again, establishing require-
ments or standards that are followed by companies as they move
cargo to the United States.

Mr. GILCHREST. I see. Thank you, Admiral.
Thank you, Mr. Chairman.
Mr. LOBIONDO. Thank you, Mr. Gilchrest.
Mr. Sloan or Admiral, it’s only been since, I guess, December of

2001 that the Coast Guard has had a full seat at the intelligence
table, so to speak. A lot of the focus of the Commission was on in-
telligence and how it was handled, and there is a lot of emphasis
that suggests, and I believe, that our ability to deflect future ter-
rorist incidents rests on our ability to collect intelligence.

Are you satisfied with the Coast Guard’s participation at this
point, Mr. Sloan.

Mr. SLOAN. Yes, sir, I am. You are absolutely correct. We became
the 14th member of the intelligence community in late 2001, and
as you know, there are now 15 members with the information anal-
ysis arm of the DHS as also a member of the intelligence commu-
nity.

Being a member of the intelligence community, I think, has en-
hanced the Coast Guard’s ability to do many of the things that Ad-
miral Hereth referred to in his opening statement. Not only do we
get the expanded authority to collect and retain and disseminate
information, but it also helps us in our MDA relationship, most
particularly with the Navy.

As you may know, over in Suitland, Maryland, we are collocated
with the Office of Naval Intelligence and doing many of the things
that have been discussed here today relative to reaching out as far
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as we can beyond our shores to pay attention to what is approach-
ing the shore; and the information that we receive, the funding
that we can receive, the training that we receive, leveraging all
that within the Coast Guard, I think, has made Coast Guard’s
membership in the intelligence community a very valuable re-
source, for the Coast Guard and for the Nation.

Mr. LOBIONDO. We may need to schedule a classified session for
some of this, but we understand that the Coast Guard, with a 96-
hour notification, will review crew manifests, cargo manifests and
determine through intelligence sources where there is a vessel of
interest; and we are interested in making sure that you have all
the tools necessary to push our borders out as far as possible. I
don’t know if there are any comments you could make about how
that is working or how it could work any better than it is working
now.

Mr. SLOAN. You are right. There would be some details of that
program, at least what we do with the manifests, that would be
suited for perhaps a closed hearing. But I think it is safe to say
publicly that it does help us push the borders out significantly 96
hours. A crew manifest would come in, and we are able to vet that
through a lot of fused information which could be information that
we have received and used appropriately in accordance with the
national intelligence requirements, but also fuse it with domestic
law enforcement intelligence, whether it is coming from the Cus-
toms Service or the FBI and others, and do a pretty thorough vet-
ting of that manifest, the cargo, before it arrives in the United
States. And that, too, has been a success.

Mr. LOBIONDO. So there isn’t anything additional you would ask
for in the way of tools or authority at this point to further enhance
your capabilities?

Mr. SLOAN. Well, I think it is safe to say without getting—and
having been a former regulator, I will be careful that I do not go
down the line of notice of public rulemaking. But I do think that
because that applies to vessels that are 300 gross tons and above,
I think there would be some effort to try to lower that threshold.
I think that would be something that we would be discussing in the
future, and I think Admiral Hereth from the maritime safety could
talk about that to a greater extent.

Admiral HERETH. Sure. We certainly do, and as was mentioned
by Mr. DeFazio, concern about small vessels is certainly there and
relevant.

The reporting requirements now apply to vessels greater than
300 gross tons. We intend to discuss pushing that down to a much
lower threshold, and we are evaluating that right now, talking to
our partner agencies about how quickly and how much we can
lower that threshold.

But our intention is to gain—again, reflecting back on aware-
ness—gain total awareness of what is going on in the maritime do-
main; and that is going to require some substantive changes, and
we are looking at those right now.

Let me just add one thing to what Jim said. The intelligence in
the Coast Guard is linked very much to our operations on a day-
to-day basis. There is a daily targeting message that comes directly
out of our intelligence coordination center in Suitland. It goes
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through our intel fusion centers, which now exist on each coast,
and then it is directly fed to the operational units, and they use
that in targeting their boardings and all the operational activity
that occurs in ports. So it is a very tightly wired operation connect-
ing intel and field operations in the Coast Guard, and we think
that is exactly where it should be.

So we are constantly searching for ways in which to gain better
intelligence and have that flow through operational units and make
it actionable so we can influence and make our operations tailored
to the concerns and the threat that is posed.

Mr. LOBIONDO. When might we expect to hear a timeline from
you about pushing down the threshold?

Admiral HERETH. I would think in the next month or two, sir,
we would have that completed, and then we will begin an aggres-
sive push to put that into place.

Mr. LOBIONDO. On cargo container security, in your view, is
there any technology that we can expect that would be deployed on
a pilot program at any time soon that would help in this particular
area? I know that a lot of ideas have been floated through, but we
are not involved with any pilot projects with anything new yet, are
we?

Admiral HERETH. Yes, sir. I think there is about $58 million fo-
cused on the Operation Safe Commerce pilot programs at three low
ports, and we would expect that the outcome of that testing would,
in fact, drive the new standards for containers relevant to the con-
struction of the container, any container improvements, any track-
ing technologies that might be appropriate, but also some continu-
ing supply chain improvements.

Mr. LOBIONDO. What about technologies that we have heard are
in R&D stages that would be able to quickly and efficiently, in es-
sence, take an MRI of a container?

Admiral HERETH. We are trying to work with the private sector
to implement technology improvements that not only foster im-
provements in efficiency but also in security as quickly as possible.

We just signed a request for implementation of the use of RFID
equipment on containers on the West Coast with 13 companies
about a week ago. Rate of frequency identifying equipment will be
used on containers now as they approach the gates that will then
identify drivers before the container gets there, but also the pur-
pose, the business purpose for the container arriving at that facil-
ity, allowing the gate checker to be much more efficient in the proc-
ess.

And so we are going to continue to look for ways in which we
can foster the use of technology, at the same time bolstering secu-
rity. And so that is, I think, one good example of how technology
and security can go hand in hand. We will continue to look for op-
tions to do things like that in the future.

Mr. LOBIONDO. Lastly, the Maritime Transportation Security Act
directs the Secretary to develop a national maritime transportation
security plan for deterring and responding to transportation secu-
rity incidents. We heard Secretary Lehman talk about that needing
to be a real top priority.

What is the status of the development of this plan, can you tell
us?
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Admiral HERETH. Yes, sir. We have a dozen or so folks focused
on pushing that through the system in a broad, interagency way.
In fact, there is 12 different agencies that we are working with,
both inside and outside of DHS, to draft that National Maritime
Security Plan. The timeline for that is completion by the end of this
calendar year. We are on that timeline.

It is a big challenge because of the interagency involvement and
because some of the national policies are difficult to come to grips
with, but while that is underway, there has been quite a bit of
other planning put in place.

We have done some strategic planning. A couple of years ago, we
had the area maritime security committee doing regional plans. As
you know, we just completed the review and approval of some
13,000 vessel and facility security plans for terminals and vessels
all around the country.

So lots of planning has been done, including strategic planning;
and this National Maritime Security Plan will be the capstone doc-
ument in a family of plans that begins with the local plans for reg-
ulated infrastructure, which is then covered by the area plan which
is a regional look at security, and then this national plan will give
us a capstone national policy view of national security issues
and——

Mr. LOBIONDO. On the maritime side?
Admiral HERETH. On the maritime side only, yes, sir.
And the way we are thinking about that is, TSA owns the trans-

portation security plan, all the modes. We are plugging in the mar-
itime mode as one of the modal feeds to that transportation secu-
rity plan. It is a connected effort, and of course, the transportation
security plan is one of the 13 sectors that feeds into the national
infrastructure protection plan.

Mr. LOBIONDO. So that will be folded into that overall plan?
Admiral HERETH. Yes, sir. We tried to make sure that that was

a very connected and logical extension of our planning efforts.
Mr. LOBIONDO. OK. Admiral Hereth, Mr. Sloan, thank you very

much. We will go into a very brief recess while we go to—excuse
me.

Mr. GILCHREST. I am sorry, Mr. Chairman, just if I could, two
very brief questions.

One is, homeland security issues, orange alerts, yellow alerts, red
alerts, things like that. What is your counterpart for the maritime
community in and near a port for a certain—do you have levels of
alerts that you issue?

Admiral HERETH. Yes, sir.
Mr. GILCHREST. The other question is, we have talked a lot about

containers. Are there any provisions dealing with bulk cargo,
whether it is coal or sugar or things like that?

Admiral HERETH. Yes, sir. Bulk cargo, break bulk cargo con-
tainer vessels, terminals, everybody in the maritime mode now
comes under the NTSA requirements that specify that they must
define three levels of security. And we relate those three levels of
security; those are pro forma standards of protective measures.

So when the country is at yellow, we are at protected level one,
MARSEC level one, maritime security level one. When the country
goes to orange, which signifies an increased threat, we then ratchet
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up the protective measures in a defined way. And it is defined real-
ly according to the owner-operator meeting the regulatory stand-
ards which are performance-based in a fairly flexible way. So it al-
lows people to develop standards that are customized to their par-
ticular operation or the nature of their business.

So we have tried to make it as cost-effective as possible, but yet
have a defined standard that people go to as the threat bumps up.

Mr. GILCHREST. Your security levels are basically the same as
what are issued by homeland security?

Admiral HERETH. Yes, sir. They match yellow, orange and red for
one, two and three.

Mr. GILCHREST. Thank you very much.
Mr. Sloan, Admiral, thank you.
Mr. LOBIONDO. OK. We thank you very much.
And now we will take a brief recess as we prepare for Dr. Flynn.
[Recess.]
Mr. LOBIONDO. Dr. Flynn—thank you—Council on Foreign Rela-

tions. We appreciate very much your being here today, and please
proceed.

STATEMENT OF STEPHEN E. FLYNN, Ph.D., COMMANDER, U.S.
COAST GUARD (RET.)

Mr. FLYNN. Thank you very much, Mr. Chairman and Mr.
Gilchrest. It is an honor to be with you today. I think our last trip
together the Congressman was in Philadelphia. I believe we were
on a panel together.

Mr. LOBIONDO. Yes, it was.
Mr. FLYNN. I am thrilled to be back here today in front of you

to talk about this very, very important issue.
What I would like to try to do is address what I believe are the

ongoing shortcomings of our maritime transportation security and
speak directly to what the Commission’s findings are, but to ex-
pand on them. And I hope to be able to elaborate in your questions
afterwards here, maybe on some of the specific measures, some of
which are already discussed before, on things like container secu-
rity initiative, how well is that going—I will speak to that a bit in
general terms in my testimony here—but also some of these other
technologies that might be used and what the applications are.
These are issues that I have immersed myself in for quite some
time, so I look forward to the chance to chat with you about some
of these.

I think the Nation owes an enormous debt of gratitude to the
Commissioners and the dedicated staff of the 9/11 Commission. The
report should certainly serve as an anecdote for anyone in Wash-
ington who thinks that we can afford to take a business-as-usual
approach to confronting the threat of catastrophic terrorism. From
my perspective, the report makes three central points that are crit-
ical for understanding our post–9/11 world:

First, that the attacks on New York and Washington were a me-
ticulously planned and executed campaign by a tenacious enemy
intent on exploiting America’s most glaring vulnerability, which is
our largely unprotected home front.

Second, prior to 9/11 the U.S. Government was neither focused
nor effectively organized to confront this threat and that neither
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Democrats nor Republican are blameless for that unhappy state of
affairs,

Third, that despite the horror of that day and the passing of
nearly 3 years, there is so much work to be done towards making
the critical infrastructure that underpins U.S. Power less of a soft
target.

I would be less than candid if I did not acknowledge that the
hearing today sparks within me a bit of a sense of deja vu. Prior
to 9/11, I had the privilege to work with the former Senators Gary
Hart and Warren Rudman on the U.S. Commission on National Se-
curity for the 21st Century. As members of this committee un-
doubtedly know, that commission would spend 3 years of study,
concluding in their final report which was published in January
2001 that the greatest national security challenge that would con-
front the United States in the 21st century would be a catastrophic
terrorist attack on U.S. Soil and that the U.S. Government was
simply not organized to deal with that new reality.

In our case, we had a blue ribbon commission, bipartisan, char-
tered by Congress, much like the 9/11 Commission. I hope that is
where the similarities end, because in our case, of course, there
was a collective yawn in Washington when the report came out.

In this case, this hearing certainly would suggest, as other hear-
ings that have been held normally in the time of recess, that Con-
gress is quite interested in stepping up to this problem and re-
sponding to many of the, I think, excellent recommendations the
Commission has made. I think it is vital for the Nation that we act
on these with dispatch.

I am confident the 9/11 Commission would readily acknowledge,
from some of my interaction certainly with that staff, that had they
had more time, one of the areas they would have spent more of it
on would have been fleshing out some of the recommendations for
improving transportation security specifically and critical infra-
structure protection more generally. This was not the strongest
part of the report, but still they performed a very valuable service,
I think, by documenting the extent to which, during the decade
prior to 9/11, counterterrorism measures as a part of border secu-
rity were just simply not a national priority. They were largely
going through motions.

Secondly, that there remains a serious lack of balance: We have
talked about the 90 percent resources going into aviation, really
passenger aviation, and not much left over for anything else.

That the risk of harm is great, or greater in the maritime surface
transportation modes than the aviation modes, something I would
certainly subscribe to.

And finally, that TSA still has not developed the big picture, a
strategic plan by which anybody can assess where we should be
going and at what pace and where we should allocate priorities.

Based on my assessment of the state of transportation security
both before and since 9/11, I agree with all these findings. I would
add to that list my concern that many of the helpful measures that
are being pursued by the administration in the area of maritime
transportation security quite simply have not been adequately
resourced or staffed to meet the threat to the sector. They are baby
steps.
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Specifically, in my testimony today, I will point to some critical
shortcomings, I think, in these major initiatives that deserve the
immediate attention, now, of this committee, the Congress as a
whole and the White House.

I begin by talking about the International Ship and Port Facility
Code, the ISPS code, that went into effect on July 1. This should
not be a new age. We were supposed to have 22,539 vessels that
ply the seas and 7,974 port facilities that serve as the on-ramps
and off-ramps for the transportation system abiding by new secu-
rity measures that were adopted back in December 2001. Congress,
through the NTSA, gave this the force of law here in the United
States, but the new mandate just simply hasn’t come with any re-
sources, adequate resources, to meet the threat.

Since 9/11, Washington has provided only $516 million toward
the $5.6 billion that the Coast Guard estimates U.S. Ports need to
meet to make ports minimally secure. And I would suggest that is
″minimally secure″; that is not any high bar. That is basic gates,
cameras and basic access control and so forth. So we have got a big
shortfall.

This year, in fact, is the very first budget that the administration
has asked for any new money for seaports, and we have got just
$50 million in the budget towards this. Given that ports are run
by State and local authorities, most of which are in serious budget
constraints, I don’t see any way, particularly given the other com-
petitive needs on those ports for upgrading infrastructure, that
they can make up this difference anytime soon. So we remain in
a situation where the mandate on seaports is grossly underfunded.

Equally importantly, I suggest Congress has failed to authorize
new funding to pay for staffing and training for Coast Guard in-
spectors to verify that everybody is actually following these new
rules. That is something I understand that fell out of the author-
ization process here quite recently for next year’s budget. The re-
sult is, we have a Maritime Transportation Security Act with a
mandate that says the Department of Homeland Security will cer-
tify annually that ports and port facilities and ships are complying
with the new standards, but we forgot to give any money for this
actually to be accomplished.

The Coast Guard has largely responded to this by a quick fix.
What they essentially have tried to do is put together a quick team
or a team of reserve, primarily junior officers, who have very lim-
ited experience in marine inspections, little to no background in se-
curity, and sent them off on basically fly-by inspections in many of
our ports around the world. I am very deeply concerned that this,
in fact, will send just the wrong message, that the international
maritime community will size up this very quick effort to try to
check in on how they are doing as essentially an indication that the
United States Government is not really serious about maritime se-
curity.

I have already heard, from talking to some overseas port players,
that the result may, in fact, be highly counterproductive. It will be
very difficult for a security officer to go to a port authority and say,
we need to make investments in security, that he is able to point
to; or, we had the Coast Guard here, and they said we are good
to go. So we could actually have a slowdown in investments instead
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of the opposite. This is a direct result of not making sufficient in-
vestment in the oversight of a new requirement and regime.

The Coast Guard is obviously struggling not only with this new
mandate, but it also, of course, is operating with a fleet of cutters
and aircraft that has been pushed to the breaking part and beyond.
We have heard from Admiral Hereth about the number of new
hours assigned to the boats and cutters. This is a fleet that is not
aging gracefully. It is decades old.

This subcommittee needs no reminder that the Coast Guard is
only slightly larger than the New York Police Department, and yet
it bears the burden of being America’s first line of defense along
95,000 miles of shoreline and covering over 3 million square miles
of water. It is patrolling our Nation’s coastal waters in vessels and
airplanes that are operating long beyond their expected service life.
The result of this is that the already dangerous job of performing
these missions at sea is being compounded by frequent engineering
casualties that puts the lives of Coast Guardsmen and women at
jeopardy.

Just a couple of weeks ago, when we had Hurricane Charley roll-
ing through the southeast, the Coast Guard cutter Gallatin, the
large, high-endurance cutter, a 378-foot cutter was ordered to sea
to make it safe. They barely got out of port, and then its main en-
gine promptly crashed in an effort to get out. This is not uncom-
mon. High-endurance cutters, which were primarily built in the
1960’s, are having main engine casualties virtually every patrol,
some of them leading to fires, which is obviously not something you
want when you are at sea.

It is inexplicable to me that despite the age of the fleet, despite
the new demands of homeland security, the enormous task before
us, we still haven’t gone back and assessed the pre–9/11 schedule
for how we are going to recapitalize this fleet. We are still on a 20-
plus-yearschedule, and I don’t see any possibility that this fleet will
survive the transition for new frames to be out there; and this is
going to create a particularly delicate time in the 3-to–7-year
frame-out where we are going to have fewer and fewer ships and
aircraft able to deploy, new ones on the drawing boards not being
deployed and America still under threat.

Now, another Coast Guard initiative that I would suggest really
needs another look at and investment in resources is the auto-
mated identification system. Most Americans that I meet are sim-
ply flummoxed by the fact that while FAA can track airplanes, it
turns out we can’t track ships—kind of big things. No, we don’t
know until they get here who they are, where they have been and
so forth. We get advance warning if they give it to us, but we don’t
find out until they get closer.

AIS is a first step, but I would argue in the wrong direction. Its
focus is using, of course, radio frequency technology that only goes
out to the horizon about 20, 30 miles. In a world when we are put-
ting GPS devices in cell phones, I am not quite sure why we are
not raising the bar for tracking ocean-carrying ships from the re-
gional ports to here. The technology is available.

Every trans-Pacific ship and Atlantic carrier uses INMARSAT. It
is a communications system that communicates with satellite. You
can’t do that without the satellite knowing precisely where you are.
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The tools are out there, and we can make these investments and
we must.

The problem with AIS is there is simply not enough response
time, if a ship comes barreling in you suddenly identify as a threat,
that you will have momentum to review them. Twenty miles, you
can do most ships in just over an hour. You can’t mobilize a re-
sponse to that with limited time.

So I worry that the emphasis on AIS is steering us away from
basically simply insisting that if you are going to travel the U.S.
Waters, across the Atlantic, Pacific Oceans, you are going to ’fess
up where you are along the way.

Next, I would like to talk about the Customs and Border Protec-
tion directorate which shares with the Coast Guard the burden of
securing the maritime transportation system. CBP is the lead
agency for addressing the risk that cargo containers might be used
as a poor man’s missile. It has undertaken a number of initiatives
since 9/11, some of which have already been talked about today,
but I would again—because of the paucity of resources that have
been dedicated to this effort, I would suggest that it leaves America
dangerously vulnerable to another attack of catastrophic terrorism.

The container security initiative is the centerpiece of the admin-
istration’s effort in this area. It is a well-conceived program, involv-
ing placing U.S. Customs inspectors overseas at the port of loading
to target containers for inspection before they are loaded on a ship
destined for the U.S.

There is, in fact, reciprocity for the program. The only foreign in-
spectors that I am aware of who are here in the United States are
Canadians. They are in Seattle and they are also in Port Elizabeth.
So as they sign on, it is possible for a foreign customs officer to ex-
amine outbound cargo in cooperation with the U.S. Government,
which I think has been an important part of making it attractive
to other nations, given the sovereignty issues involved.

To date, over 24 ports, including all the largest seaports in the
world, have signed agreements to participate in the CSI. It is mi-
raculous really how quickly these other agents have got on board.
That is the good news.

The not-so-good news is that CBP is staffing the CSI program by
sending teams of just four to eight inspectors on temporary-duty
assignments of 3 to 4 months duration because the administration
hasn’t sorted its way through giving them overseas billets that
allow these folks to stay more than 12 months.

In Hong Kong, the world’s biggest port, there are just eight in-
spectors on temporary duty. It takes them a while to get accli-
mated. They have no formal training. They have no language train-
ing. We wouldn’t think of sending attaches overseas basically by
just putting you on a plane and landing, given this kind of job, but
that is, in fact, how we are approaching this problem.

Next, the limits of CSI would suggest simply not enough people,
not enough time to get acclimatized to the area—so small numbers.
They are targeting a tiny percentage. When I am talking ″tiny,″ I
am talking several a week, when we are talking ports like Singa-
pore and Hong Kong that are doing a million a month. So it is a
step in the right direction, but again a baby step.
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Next, I want to talk about the Customs-Trade Partnership
Against Terrorism, which is a companion piece to CSI. Under C-
TPAT, CBP has reached out to companies and carriers involved in
importing goods into the United States. It has asked them to assess
the vulnerability of their supply chain and to put in place measures
to address any weaknesses they discover. Companies that join C-
TPAT enhance the odds that the Customs and Border Protection
will view them as low-risk shippers, which translates into their
conveyance or shipments not being subjected to routine examina-
tions.

Like CSI, the underlying logic of this program is laudable. Unfor-
tunately, again we run into staffing and resources issues. CBP has
received over 5,000 applications to join in this program. It doesn’t
have the staffing to get through them. The last count that I was
aware of, a little over a month ago, they went up through the first
thousand. That is just the beginning step.

The problem is, they have no means to go back and certify
whether anybody is living up to the application. It is essentially a
trust-but-don’t-verify program, but please be trustworthy. That is
essentially what we have got going. What this means is that the
maritime transportation system remains an extremely soft target
for America’s enemies to exploit.

We have heard from the 9/11 Commission about the extent to
which groups like al Qaeda are willing to stake places out, spend
the time to plan, and then this sector is one which is recognized
within the intelligence community as one which they have in their
sights.

We have learned also from the orange alert here on August 11
the extent to which they will spend the time and energy staking
out critical infrastructure, and yet we have a system, because it is
trust-but-don’t-verify, that I believe creates a real opportunity for
terrorists to exploit and to target, that would have enormous con-
sequences for our economy if we don’t get our act together quickly.

My sense of worst-case scenario today is, in fact, this one: That
we have a terrorist incident that will involve a C-TPAT participant,
loaded in a container that arrives in a loading port that is a mem-
ber of the Container Security Initiative protocol, is on a ship that
is certified as ISPS-compliant, steams the waters, lands in the
United States, put on the rail or a truck, sent into the interior of
the United States and the container goes off with a weapon of mass
destruction.

When that happens, what we will have is a discrediting of the
entire regime. Every container becomes viewed as high risk. In
that context, particularly if it is a multiple attack, which al Qaeda
is often prone to do, as we have seen, we would have shutdowns
to sort it out and then trying to develop, on the fly, a credible
mechanism for validating low-risk is low-risk.

If we have a 2-week shutdown of U.S. Ports, we will collapse the
global trade system. That is what we are talking about here, and
the notion that we have not been able to find the resources or the
energy to focus attention 3 years after 9/11 to deal with this prob-
lem is something that I am still flabbergasted about.

This is my ninth time testifying on the Hill since 9/11. I am get-
ting to be like a broken record on this score. I am grateful for the
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opportunity to repeat the record, but I very much fear if the invest-
ments are not made, and the energy and the resources to get a
handle on this problem, I am just giving fodder to the next commis-
sion, the next blue ribbon, bipartisan commission to sit down and
say, why is it that we left Americans grossly unprepared to deal
with the threat that we all were aware was coming?

Thank you very much, Mr. Chairman, Mr. Gilchrest. I look for-
ward to your questions.

Mr. LOBIONDO. How many of those nine times were before the
Appropriations Committee?

Mr. FLYNN. Only once.
Mr. LOBIONDO. We have got to get you back there, especially on

deep water.
Mr. Gilchrest, we will let you start off again.
Mr. GILCHREST. Thank you, Mr. Chairman. Well, we have a lot

to talk about with everything that you have mentioned to us. And
this is the first time that I have sat in a hearing where you have
testified. I am sure this subcommittee, along with Mr. LoBiondo,
will begin to rattle some cages to let some of this dust get shaken
away and the dollars poured down and the priorities set in order
to meet our responsibility for security of the U.S. Ports in the
United States.

You mentioned the Container Security Initiative, the automated
identification system and a number of other things here. We heard
the Admiral on the previous panel discuss some of those initiatives
and his work, especially the Container Security Initiative and the
agents that travel to foreign ports, and the inadequacy of their
numbers; and apparently you are telling us the inadequacy in their
training and some apparent laxity in seeing that as one of many
priorities that needs to be put into place.

And I guess we can go through your testimony, but to put it in
the simplest form, is there a list of recommendations that you have
attached, with the dollar amounts, that you could give to us to sort
of speed up this process?

Mr. FLYNN. I do have a list of recommendations and just actually
finished a book that came out and spent a lot of time on this. Dol-
lar signs is a little tricky, but I can give you a feel for what those
dollar signs are.

The central thrust is that the approach that has been taken to
really view this as a global network issue is precisely the right one
to be taken. One of my core concerns is that we have, unfortu-
nately—rather than obliterating a tiny distinction between our bor-
ders and domestic security and international security, which I
think 9/11 should have warranted, we have actually reinforced the
line by saying national security is dealing with threats over there
and homeland security is dealing with these issues here; and the
maritime is the perfect illustration of where that doesn’t work very
well.

The ports are simply on-ramps and off-ramps to a global trans-
portation system upon which our economy depends, and if it is
strictly a homeland security issue, how do you get the rest of the
system to behave? But if the foreign policy and defense/national se-
curity community don’t see this as a priority because they are fo-
cused on traditional national security issues, then you don’t get the
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resources, you don’t get the energy being applied through diplo-
macy and other means to move this out with some speed.

The central approach that I am arguing on container security
specifically is, we need layers, and the layers begin with a birth
certificate, somebody you can point to, to say who loaded that con-
tainer, to say it is legitimate and authorized. That should be a
process that we can point to.

Mr. GILCHREST. On that point, how would we specifically do
that? With all the issues that the IMO deals with, whether it is
trying to make a shipper credible because he has to meet certain
criteria in order to be a part of the international insurance system
so that he can go on the high seas, transparency, who owns that
ship and so on, how do you actually get an individual—or is it nec-
essary to get some human being, some U.S. Agent, some agent that
we trust on the ground to watch that container being loaded? Is
that part of the necessity that we need to undertake?

Mr. FLYNN. I believe that we do need some trusted party. I don’t
think it is U.S. Agents, the numbers, we have got about 18 million
containers out there. So it really is working with the private sector
saying, come up with a system, either in-house that we can vet, or
you rely on third-party folks who come in and make sure you are
behaving by these rules.

Mr. GILCHREST. How does the U.S. undertake something like
that? Do we work through the IMO to deal with that? Do we estab-
lish some other entity so that we can work with the private sector,
our foreign neighbors at their ports? How do we set up a structure
to do that?

Mr. FLYNN. The NTSA 2002 actually provides the mechanism,
which is one that I have been working through. The good news on
this problem is it turns out eight out of every ten containers that
come into the United States, of the 7 million that came in last year,
pass through four terminal operators, all of which are private-sec-
tor players.

There is Hutchison Port Holdings, which moved 41 million TUs
last year. Next, PSA, Port of Singapore, International, which
moved 19.5 million. Then you have PNO Ports, a British-based—
they moved about 16; and then you have AP Moller Ports, a Dane
company, that moved 13.5 million. HPH is run by a Brit. So two
Brits, a Singaporean and a Dane.

All these ports, you cannot get to the United States, largely, un-
less you go across the big oceans relying on a megaport and a good-
sized ship, except for some of the Caribbean operations. These folks
basically are in a position to say, any box that comes through our
terminal will have a birth certificate; it will be a small box that is
trackable, whose integrity can be measured, we know where it has
been and then we will scan it and get the image of what is in there.

Mr. GILCHREST. Have they said that?
Mr. FLYNN. I am working with one of them, which is HPH, in

Hong Kong. I am going there next week, in fact. They have agreed
to engage in a pilot where they are going to, in the world’s busiest
terminal, HIT terminal in Hong Kong, where they are going to scan
every truck that comes through both an image and a radiation sig-
nature, combining with OCR, optical character recognition, tech-
nology so you have a truck and container through it and show that
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you can do this without disrupting the throughput. The cost of this
would run about $15 per shipment to run through this equipment.

When you talk about the scale, the cost of using a smart box
technology, GPS tracking, a radiological sniffing device, as well as
something that could tell somebody broke in—a light or so forth—
the total cost of that black box is going to be about $300 to $500
apiece, but amortized over 5 years, five times per year, that comes
in about $20 a shipment.

A birth certificate process is probably on the order of $10 to $20.
Some very scary places, obviously more expensive—depends how
frequently you’re using it.

We are talking about $50 per shipment basically to go from what
I call a dumb box, we know nothing about that, that presents a
very high risk, to one that we could have some real confidence—
that is, in fact, a legitimate good, that hasn’t been diverted and
hasn’t been exploited. It wouldn’t be a failsafe system, but it would
be a long ways toward where we need to be.

Putting that into context, the average shipment today for a
trans-Pacific voyage is just over $3,000 for up to 32 tons of mate-
rial, which I think makes a postage stamp look a little bit over-
priced, but that put in context, when the economy was at a slow
point in spring 2002, those freight rates went down to just about
$2,100. I haven’t heard Wal-Mart in Chapter 11 as a result of pay-
ing $1,100 more than actual freight rates. Marine freight rates are
very volatile.

But now here is the benefit, and that is what NTSA allows for.
The terminal operators think it would create the incentive for peo-
ple to do what this will do; we will call it a ″green lane,″ which is
basically the EZ-pass version of, essentially, throughput.

Really, the agreement that I have talked with three of the opera-
tors about doing is three things:

One is, if we pull you out of the queue to get inspected as a ran-
dom inspection, we will do you right away, put—we will put you
at the head of the line.

Secondly, if we go to orange alert, the heightened alert, we are
not going to mess with you because you have already done this pro-
phylactic stuff up front. You are using a thing we can measure. We
are not going to slow you down.

Thirdly, if we have to shut down because we had an event, we
are trying to sort it out, we will start with you guys first.

And their conviction is going to them because the certainty of the
supply chain is really where the money is to be made, that paying
what may be a $50-per-box surcharge works here. And then the
willingness to invest in the technology to actually do the scanning
is not U.S. dollars; it is basically the system in place to incentivize
this.

I just saw a mock-up of the technology in San Diego last week
when I was out there. They are going to be deploying this in Hong
Kong in September. We will see how it works; I will be more of a
preacher when I see it really works. But the reality is, the tech-
nology and things are out there. For a lot of tools, it is an issue
more of choreography than technology. It is an issue of getting the
incentives and the government plays to be in alignment.
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Now, you may ask, why doesn’t the U.S. Government embrace
this? Or why doesn’t the administration embrace this since the law
authorizes it? Frankly, it is because Customs does not have the re-
sources to do a red lane; it can’t put any friction in the system.

Everybody gets a green lane right now, everybody comes
through, and it would take having more inspectors for those who
are not complying with the protocols already laid down to create,
essentially, some friction for not doing the good things for this to
work and in the absence of resources for them to actually do that.

Commissioner Bonner is legitimately concerned about creating a
paper target of saying go ahead and make this expense, we promise
to treat you better, but it turns out everybody’s getting the same
treatment anyway. And so it comes down to—but when we talk
about investment, and I think this is a number that should help
to frame this issue, we are a nation at war. We have spent since
9/11, as I said in my testimony, just over $500 million on port secu-
rity. In 3 years, we have spent what we are spending every 3 days
in the war in Iraq.

Both of these are elements for any strategy to deal with the war
on terrorism. We have the political will. We have the resources to
take the battle to the enemy, but we haven’t demonstrated the will
to protect the things that are most valuable to us and the most
likely targets by our enemies as we look forward.

Mr. LOBIONDO. Thank you, Mr. Gilchrest.
Dr. Flynn, your testimony laid out a worst-case scenario in which

terrorists exploit the holes in the procedures to protect our facili-
ties, vessels and cargo. In your view—I am going to ask you for
three categories—what is the most important thing? We can almost
be overwhelmed by what you are telling us, and I think, especially
on this committee, we understand and have sort of been preaching
off the same sheet you have been. But to get something that is ac-
tionable, I don’t think we can throw out so broad a net, but maybe
we can be more successful if we can get down to some very single-
shot specifics.

So what is the single most important additional action that you
would take in each of these three categories for screening vessels,
for screening cargo and to protect port facilities, if it is possible?

Mr. FLYNN. On the vessels, I think the most important thing is
just monitoring your position. So simply forcing a tracking regime
which is from point of origin to the arrival in the United States,
I think, is the most straightforward thing.

Again, virtually every vessel carries INMARSAT technology,
which is how they communicate to the front office. It is your sat-
ellite version of a cell phone call. When you make a call, it knows
where you are. Mandating that basically that information be avail-
able to verify you are on the course that you have told us you
would be on is something that could happen with virtually no huge
expense on the industry.

There are some interesting dynamics here about endorsing a par-
ticular satellite communications technology vis-a-vis the Euro-
peans, which has sort of slowed this whole thing down, but regard-
less of what the provider is, you just say, use it; you have got 60
days, figure it out.
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That is important because it allows us to verify ships, they are
doing what they are expected to do, they have not been hijacked
or slowed down, they are operating on schedule as predicted.

On screening cargo, I would have to say I was agnostic about this
technology for a while because the imaging was not quite great. It
was also the issue of slowing down. You had to stop trucks to do
it, but the new screening technology, in 15 seconds, you get an
image plus a radiation signature at this very low cost.

This technology exists. Deploying it in all the world’s major ports
is a $500 million price tag. Again, that is 3 days in Iraq, that is
four F–22 fighters. That is taking a system central to our economy
and making it more secure. It is not something the U.S. Govern-
ment would have to pay every bit of. It would help if developing
countries would provide assistance to do it. It is not a cure-all sys-
tem, and I would be concerned about just relying on a single-point
approach, which is getting the radiation image, getting the stuff.

But here is what that would do for you; if you have the image
of everything that came through, you can develop software that
starts to spot anomalies. Basically, you know what sneakers look
like. You know what a shipment of underwear looks like. You know
all the various stuff that is out. Right now all we have is a piece
of paper. We do not quite really know what it looks like unless you
really get the nitty-gritty, and there are some field agents that do
it. But the technology would be able to scan that and say, hey,
there is something here that does not belong here.

Mr. LOBIONDO. How close are we to something like that?
Mr. FLYNN. It exists. It has been fielded and tested. We can do

it. We have done it at various places here in the U.S. Again, I
pushed to try it in the world’s busiest place, because if you can do
it there, you can do it anywhere. And that turns out to be a HIT
terminal in Hong Kong, so we will see how it goes.

The other thing that allows you to do is you can delegate——
Mr. LOBIONDO. Excuse me just a minute. Now, I am very inter-

ested in that system. They are going to—Hong Kong is going to do
this on every cargo container?

Mr. FLYNN. They are going to do it on every truck coming into
the gate, into the terminal, and another modern terminal in Hong
Kong is going to do it for when something comes off the barges be-
fore it is loaded in a large ship to deal with the transshipment
problem, which is a huge vulnerability.

Mr. LOBIONDO. And they feel that the throughput is not going
to stifle their productivity?

Mr. FLYNN. They are going to run it for 3 months and see how
it goes. But the port of Hong Kong is 24 hours, 7 days a week, 365
days a year. HIT terminal can do 10 post-Panamic ships simulta-
neously, 3 to 4 gantry cranes per ship, 30 moves per hour per
crane. If you want to talk about a place that worries about
throughput, the terminal was built in 1992 for3.1 million TEUs.
Today it is pushing through 5–1/2 million on the same footprint.
They work boxes six high. It is an extraordinary bit of systems en-
gineering, but it is also a case where technology lines up. It is so
automated a system, you can police it. There are very few people
on the terminal. Everything has to be precisely where it needs to
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be, or else it would cause basically constipation in the port. So their
ability to maintain it is quite high.

So we are going to see. I would be in a position hopefully a
month from now to come back and talk about this, and you would
be in a position to do this as well. This is a venture capital oper-
ation by one company, SCIC, and in the port of Hong Kong, termi-
nal operators have agreed to do it as a proof of concept. So it will
be something I think it is worth your pursuing, asking how the re-
sults went to see if it works. If it does not work, then we know we
have to go back to the drawing board. But the sense here is, as I
see it, it looks quite promising.

The last thing I want to point out, it is not just the images so
you can basically help the Customs eye so you can develop some
software, but one of the real issues we have is if we shut down the
system, how do we restore it? How do we restore public confidence?
How do we get the container ships moving again? Every day there
are 15 days of containers out there at sea, and if we have not vet-
ted them properly—and the people have panicked; the mayor of
L.A. does not want a ship coming in because something just hap-
pened on Port Elizabeth, we want to be able to point to something,
why we can let that ship come in.

What we would be able to do is replay the tape of every container
on there, our Customs official could look at it, and then basically
say the reason why, Mr. Mayor, you can—we feel comfortable let-
ting the ship come in is because we just, with our team, scrutinized
every container on it. We sent the Coast Guard out to check the
vessel. We can bring that ship in. We do not have to shut down
the trade system to sort this thing out. So it is a powerful tool.

The last part is it does allow you to give foreign Customs offi-
cials—you can delegate this to them because inspector A is going
to have a tape that can be back here in the U.S., so if they waive
something through because of the issue of corruption, and you can
immediately identify they should not have, it creates an honesty
system that allows you to delegate, to not just oversee Customs
agents, but potentially private players as well; because you can
have your governmental oversight remotely to spot check and keep
it, and that allows you to get at the volumes.

So I think it is a powerful tool. And along with that, you should
also be asking about what the results of operations of, say, Com-
merce are. These are for tracking devices, the smart boxes, how
they work, what are their false alarm rates, those kinds of things.
But the technology is available. It is a question of how do we har-
ness it, what do agencies do when they get the information, what
are the protocols when we find there is a problem. It is more an
issue of structure of government and resources that it has to deal
with this than it really is of the tools that are out there. Really,
the heavy lift is process more than it is that the tools are there.

Mr. LOBIONDO. Do you have any additional recommendations for
how we are handling intelligence in this area?

Mr. FLYNN. Well, really, I want to very much echo the 9/11 Com-
mission’s message about reaching out to the private sector. This
has been a particularly difficult issue in the maritime arena, be-
cause so much of the maritime industry is actually owned by for-
eign companies. You know, there is no major container line in the
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United States, outside of Matson Line, that does Jones Act kind of
activity. The American Presidential Line is now owned by the
Singaporans; Sealand is now owned by Maersk A.P. Mueller. So
when you are talking about securedness, you cannot talk about it
by just reaching out to domestic players. The U.S. Government has
a very difficult time trying to figure out how to sit down with inter-
national counterparts. But what the incentive is for the foreign ter-
minal operator to get involved in this conversation—and, specifi-
cally, I have worked with John Meredith, who is the Group Manag-
ing director of Hutchinson Port Holdings—his incentive for dealing
with this is a fear that the only tool in America’s tool bag is a kill
switch if something goes wrong. He has 35 ports in the world. He
moves 41 million containers each year. If we throw a kill switch,
his entire operation implodes. So he wants to provide—he has a
market case for wanting to help the U.S. Government solve this
problem so his whole enterprise does not implode.

So one of the things I would say is you really need to reach out
to this community. And they have eyes and ears, and they have op-
portunities as well that they would make available for our people
to go to their facilities and learn more about how they work and
how they operate.

Another very critical area, I would say, is the challenge that Cus-
toms and Coast Guard is facing, and it is a problem across the
board with critical infrastructure protection. There is very little
resident expertise inside the U.S. Government about how these sec-
tors and networks work. I had very little as a Coast Guard officer,
until I got sort of out of the operational side and got more in the
academic side and the work they have been doing since. You get
a little piece of the elephant, but you do not see the big picture.
One of the things that I have found the private sector very willing
to do is to host people coming in and learning about their industry.

Customs has the job of policing supply chains. There are very few
Customs officers who understand supply chains. It is, I think, a
central issue that was completely overlooked in creating the De-
partment of Homeland Security. We have taken what was once a
very simple task, the issue of looking at a passport for an immigra-
tion official in your face. Now, all of a sudden, we are asking our
frontline agents to basically multitask across the issues of immi-
gration, food and agriculture, and Customs at one face of the bor-
der, to be able to be comfortable dealing with international counter-
parts, to work within a complex industry in supply chains and so
forth here, to use new technologies, and we are doing it on the
backs of GS–9s, with an OJT training basis which these agencies
operate on.

At any given time, 30 percent of the naval officer core is in train-
ing and education. We have recognized this is a sophisticated envi-
ronment. They need to learn and be at the top of their game. We
have none of that capability for the frontline men and women who
are doing so much of this stuff.

So these are real big issues. But it comes back to, I think, some-
thing that we really—it is a challenge and I do not know how this
committee takes on it here, but it is one I have tried to raise, is
that any given day how much are we willing to spend on what we
call national security and the tools that we provide for that versus
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what we are now saying homeland security is. Homeland security
is a part of national security and we need to rethink whether an-
other dollar for missile defense may be better spent going to speed
up the Coast Guard’s deepwater program, or better spent going to
the Port of L.A. and Long Beach so it can actually have a vulner-
ability plan done. But we have nowhere in this town to have that
conversation, because the oversight for national security dollars is
stovepiped in OMB and the congressional oversight all the way
through, so we have this quirkiness.

Critical infrastructure protection. In the budget identified this
year, there is $14.1 billion that OMB says is going to critical infra-
structure protection, and $7.6 billion of that is to protect U.S. mili-
tary bases. Tom Ridge gets $2.9 billion for everything else.

Now, I know why I attack the United States overseas, the USS
Cole and embassy, that is America. But if I am here, what am I
going to target, the port of San Diego or the port of L.A. Long
Beach? But we have this quirky system right now where there is
Port Elizabeth or the port of Long Beach, it is just the property tax
owners of the county or cities of those areas that are responsible
for the security of those ports. I think there is a real equity issue
there that we need to debate about. And given its vital importance
for our very way of life, and that we know terrorists are targeting
this infrastructure, we have to rethink about where we are setting
priorities, I think, by looking at the whole picture, not just a slice
of what we call homeland security.

Mr. LOBIONDO. Dr. Flynn, I thank you very much. We very much
appreciate your thoughts and we are going to do our best to try to
keep the heat turned up here.

Mr. FLYNN. Great. I commend the committee for all it has done.
Mr. LOBIONDO. Thank you very much.
With that, the committee will stand adjourned.
[Whereupon, at 4:08 p.m., the subcommittee was adjourned.]
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